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“SECURITY PERSONNEL ONLINE TRAINING IN DETECTING RISKY AND DECEPTIVE BEHAVIOUR” 

(EU-PROTECT) - POLICY GUIDELINES 

 

 

1. PROJECT SUMMARY 

The safety of citizens is per law a primary responsibility of the state and its responsible institutions 

such as the Ministries of Interim and Defence. In recent years some aspects in protection of public 

venues has been delegated to private security operators. Therefore, they have become, in fact, the 

tint line of prevention and defence. This is why the project priority is to increase the quality and supply 

of C-VET via developing digitalized training that offers new learning means for security guards working 

in locations where intensive flows and gathering of people occur, constituting potential targets for 

security issues which could also be terrorists and suicidal attacks. In particular, the project aims to 

develop online training, focused on security guards’ needs, in order to equip them with specific 

practical skills and theoretical knowledge for detecting risky and deceptive behaviour. The training 

provides innovative framework of learning outcomes on the topic of detecting risky and deceptive 

behaviour and deliver its content in five languages which provides access opportunity for a wide range 

of security guards not only on National but on European level, as well.  

 

2. GOOD PRACTICES 

 

2.1. LAW SITUATION 

In all the countries involved in the project, security areas and responsibilities are regulated by national 

laws. The applied conditions regard the areas of intervention in which security actions should be 

implemented, in consideration of administrative and educational issues. These actions are in fact taken 

to ensure the security of public places, events, individuals etc. 

The application of the directives contained in the legal frameworks are implemented by Ministerial 

organisations (such as the SPG /“Sicherheitspolizeigesetz” – Security Policy Law/ in Austria). 
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In order to apply to become a security guard, some mutual requirements have been established: 

- A minimum age of 18 years old 

- To be medically fit; 

- To not have criminal records; 

- To attend a course and to be certified for the profession; 

 

2.2. CURRENT PROBLEMS IN THE LEGAL FRAMEWORK OF PRIVATE SECURITY ACTIVITIES 

In any democratic society, some of the highest values are life, health and property ownership of the 

citizens. Therefore, to defense these fundamental citizens’ rights, state authorities have established 

legal frameworks that include specific requirements in order to guarantee minimum standard of 

quality. For example, in the partners countries in order to become a security guard it is needed to cover 

specific course attendance and certification. But we believe that it is necessary to provide means and 

motivation that help the professionals to be constantly up-to-date and well informed which is essential 

for the security guards to be adequate on their job requirements and responsibilities. In fact, attending 

a course to become a security guard is not enough, because it is a job that requires constant 

informational updates and continuous training. Moreover, the courses implemented by now vary from 

country to country and even in the same territory continuous professional trainings are quite different, 

especially when it comes to the psychological aspect of the job. For example: 

 In Austria, as mentioned above, there is a specific law (the “Sicherheitspolizeigesetz”) that builds 

the legal framework for security administration. Further, there are some regulations (e.g. 

“Richtlinienverordnung” - Guidelines Order) regarding the interventions from public security 

guards (i.e. Police). 

Private security organisations are allowed to protect objects, people and events. Despite a clear 

distinction from public to private security organisations, there are not specific laws that regulate 

power and competences of private security companies. As a result, the employees of private 

security companies might not be fully aware of their competences. Moreover, there are no laws 

that refer to the training duties of these organisations. One more serious issue is the regulation 

of the level of liability of private companies in case of terrorist or suicidal attacks. 
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 In Bulgaria security market increases significantly over the last 10 years which affects not only the 

private security sector and its regulations, but the whole society. The legal framework in Bulgaria 

includes Private Security Act regulating the conditions and the order for performing private 

security activities, its administrative regulation and administrative control as well as the 

educational criteria for each security guard. But the major problem that arises in the sector is the 

low payments in this branch (mainly for the site security), which leads to the hiring of many young 

and inexperienced or, on the contrary, very old guards. Currently, Private security companies face 

the new requirement for a minimum of secondary education of each hired security guard. As a 

consequence, the reputation of the private security area is that it is full of people with lower 

qualifications and education. 

 In Italy, the Italian Law 269/2010 and the Art. 138 comma 2 of T.U.L.P.S. (Unique Text for Law of 

Public Security) defines minimal requirements to access at security guards training and required 

training’s topics and length for them before starting the job. 

Italian Law includes three main areas of training: law, technical and psychological-relational. 

By comparing different training propositions in Italy, it has been basically observed that law and 

technical training is quite standardized in Italy. 

The third area of required training for security guards is “psychological-relational” and comparing 

basic required trainings proposed in Italy for Security Guards, more differences between trainings 

formulas can be observed in this area. 

 In Romania, the normative act that regulates the guarding activity is Law 333/2003. According to 

the Article, the own guarding is performed with qualified guards, gatekeepers, access controllers 

or other persons established by the management of the unit, from the persons designated to 

ensure the training, control and coordination of the security activity. The Article 39 of the law 

establishes the conditions to be fulfilled by the person in charge of protection or protection.  

Among these conditions, a security guard can be hired only after having successfully completed 

a basic professional training through which obtaining a certificate issued by the General Police 

Directorate of Bucharest or by the county police inspectorate in the district where the person 

lives. 
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3. PROPOSALS FOR CHANGE 

Higher quality in the security sector can be achieved and one of the important steps in this direction is 

to set continuous trainings requirements. In this context, we highly recommend the guards to go 

through more stringent and useful educational programs which also suffice for them to be able to work 

and feel comfortable as a professional security guard. Educational courses should be provided by the 

security companies not only when starting the work but during the whole period of service. 

Furthermore, to guarantee flexibility and quick updates it’s recommended regulations to allow 

continuous training that are provided not only by C-VET, but also by the security sector (especially in 

Bulgaria). This would bring new opportunities for trainings with actual content, digitalized educational 

courses etc. allowing guards to perform security activities while studying, including using online-based 

courses. 

 

This project aims to make a step forward providing online course that can enrich current training 

programs: 

 

3.1.  ONLINE TRAINING FOR DETECTING RISKY AND DECEPTIVE BEHAVIOR  

The main idea of the training is to face the security guards needs that are working on the ground in 

public places though providing accessible learning focused on developing knowledge and skills for 

detecting risky and deceptive behavour. An easy-to-use training platform provides updated content 

organized in four modules referring to different psychological aspects. The topics included in the 

training are important for their work because they provide concepts such as risk and safety, verbal, 

para-verbal and non-verbal signals for detecting simulated behavior, behavioral profiling and skills for 

reducing stress. The course equips security guards with better understanding of people’s emotions and 

behavious in the area they work and opportunities for prevention risky situation by using determined 

skills. 

The course also provides a common framework of psychological aspects that are part of the security 

area. Digitalized content provided though video lessons and text files, allows individualized approach 
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and flexible training approach. The forum section gives the opportunity for start and participate in 

significant topics discussions with security guards from all over the world. Moreover, the tests part of 

each module’s content provide a good example of standardization and could be useful to implement 

on national and European level.  

 

3.2. EVIDENCE BASED PRACTICE 

 

Each partner’s organisation has conducted two focus groups and a piloting session in their own 

country. Findings in relation to these activities have shown that there is a need for security guards to 

be trained at a psychological level. In particular, the mutual need is to participate in specialized 

trainings in which prevention should be the core topic, therefore they express the need to be trained 

in preventing risky and deceptive behavior and this training serves as a reference point for current 

training provision in the field. 

They would like to participate in trainings with practical contents, demonstrations and, for this 

purpose, they appreciate video trainings with examples of expressed behaviors and real situations. 

In general, the need for this kind of trainings comes from the lack of psychological training in 

preventing risky behaviors and in managing stress. 

The piloting sessions have demonstrated that the topics included in the training are of 

particular interest for security guards. Furthermore, through these sessions we have demonstrated 

that security guards are capable to deal with the psychological contents and that they consider the 

information provided as useful for their work.  

With regard to the contents of the course, the results of the piloting sessions have showed a 

good satisfactory level among the participants of the different countries (an average 86% stated that 

they were fully satisfied, 14% partly satisfied). The platform is easy to use, the course is useful and the 

information provided are well presented for all the participants involved. 

The sessions have demonstrated a good improvement referred to the knowledge and skills for 

detecting risky and deceptive behavior comparing the results between pre and post-tests 

questionnaires (especially in Romania). 
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4.CONCLUSION 

This project sets one more step forward to quality of security field improvement. Of course, the 

constant change of the situation in Europe and the world in general, frames continuous need of 

professional development. We strongly believe that the good cooperation of the stakeholders is a good 

basic for achieving high quality of the private security sector and a guarantee that the rights of the 

citizens are protected on national as well as on European level. 

 


